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O HanpaBneHun nHgopmaunn

[enapTamMeHT rocyfapCTBEeHHOW MOMUTMKM B chepe o06WEro 06pa3oBaHUs
MwuHobGpHaykn Poccun  HanpaBnsieT [Ans  CBefeHWs pa3paboTaHHble BpeMeHHOA
Komuccmein  CoseTa  Pegepauum Mo pasBUTUO  MH(OPMALMOHHOIO  06LlecTBa
METOANYECKME PEKOMEHJaUMsn 0 pasMeLleHMM Ha UH(POPMALMOHHBIX CTeHaax,
opuuManbHbIX ~ WHTEPHET-calTax M APYrMX  WHGOPMALMOHHBLIX  pecypcax
06LLe06pa3oBaTeNlbHbIX OPraH13aLnin 1 OpraHoB, OCYLLECTBASIOLINX yNpaBneHne B chepe
06pa3oBaHus, WHGoOpMauMm o0 06e30nacHOM MOBEAEHWM W WUCMOMb30BAHUN  CETU

«IHTepHeT».
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MeToanyeckne peKOMeHaLnm 0 pasmeLLeH Ha MHGOPMaLMOHHbIX CTeHAAX,
opuumManbHbIX UHTEPHET-CANTaX U PYTMX MHPOPMALMOHHbBIX pecypcax
06Le0bpasoBaTelbHbIX OpraHM3aLnii U OpraHoB, OCYLLECTBASAIOLWNX YyNpaBieHne B ciepe

o6pasoBaHus, MHpopMaLmMn o 6e3onacHOM MoBeAeHUN N UCNONb30BaAHUN CETU «HTEpHET»

JKcneptamn M uneHamyu BpemeHHoli komuccmum CoBeTa Pegepaumm no pasBUTULD
MH(OPMaLMOHHOTO 06LecTBa B pamkKaxX BbIMOHEHUA PEKOMeHJaUWniA  napnaMeHTCKUX
CnywaHunii  «AKTyaNbHble BOMPOCbl 06ecneyeHns 6e30MacHOCTM W pasBUTUS  [eTeil B
MH(OPMaLMOHHOM NpPOCTpaHCTBe», KoTopble npownu B Cosete ®Pefepaummn 17 anpens 2017 r.,
6blM  pa3paboTaHbl METOAMYECKME PEKOMEHJAUMW O pasMelleHUd Ha WMHHOPMALNOHHbIX
CTeHAaX, OdMUMaNbHbIX  WMHTepHeT-caliTax W ApYrux  MHGOPMALMOHHBIX  pecypcax
o6Leobpa3oBaTeNbHbIX OpraHuW3auuii 1 OpraHoB, OCYLLECTBAOWMUX YynpaBreHne B cdepe
obpasoBaHusd, UHhopmaymMm o 6e3onacHOM MOBEAEHWM W UCMONMb30BAHWUU CeTU «/HTepHeT»
(panee - meTO4MYECKME PEKOMEHALMN).

MeTofnyeckue pekoMeHJauuu HanpasneHbl Ha KayeCTBEHHOE MOBblleHWEe YPOBHSA
NHDOPMALMOHHOW  aeAaTeNlbHOCTU  06Weobpa3oBaTe/ibHbIX — OpraHuM3auuMin - 1 OpraHos,
OCYLLECTBNAIOWMX YrpaBieHue B cdepe o6pa3oBaHns, B 4aCTV MHPOPMUPOBAHUSA YUaLLUXCH, UX
poauTenei (3aKOHHbIX NPeACcTaBUTENeR) U NeJarornyeckux paboTHMKOB 06 OCHOBHbIX acnekTax
NHHOPMAaLIMOHHOWK 6e30MacHOCTH.

MeTofMueckne pekoMeHJaUuM no3BonaT obLeobpa3oBaTe/ibHbIM —OpraHuM3alLmsamM  u
opraHam, OCYLeCTBAAOWNM ynpaeneHne B cdepe 06pa3oBaHWUA, aKTyalInm3nMpoBaTb YXKe
1cnosb3yemble Y pasMeLleHHble UHPOPMALUOHHbIE MaTepUuanbl, TaK U NOATOTOBUTL UX B CyYae
MX OTCYTCTBUA C YyUYETOM NYULLIKUX NPAKTUK U peKOMeHAALNA.

B pamkax MeTOAMYECKNX PEKOMEHAALMI pacCcMaTpMBalOTCA CnefyroL e MHCTPYMEHTbI:

1. MHMOPMALNOHHbIE CTEHAbI;
2. ouuManbHble MHTEPHET-PECYPChI;
3. CcpefcTBa MaccoBON MH(opMauun (LLIKOMbHbIE Fa3eThbl, MNejarornyeckme nU3gaHus

n apyrue).

WHhopmaLoHHble CTeHAbI
Ha  wuHdopMayMoHHbIX  CTeHAax B o6uieobpa3oBaTefibHbIX  OpraHu3auusx,
PacroNOXeHHbIX B (hoiie Y4YpeK4eHWn n B KabWHeTax, OCHALEHHbIX MePCOHANbHBIMU

YCTPOICTBaMM /15 BbIX0Aa B CETb «/IHTEPHET», PEKOMEHAYETCS Pa3MecTUTb MHBOPMALMOHHbIE



NamATKW, COAepXKaliue OCHOBHblE COBETbI MO 06ecnevyeHn0 MHGPOPMaLMOHHON 6e30nacHOCTH

yUaLmxcs.

B npunoxeHnun Nel K MeTOAMYECKUM pPeKOMEHAALMsM NpeacTaBfieH o6pasel, namsTKu

ANs pasMeLLeHns Ha MHDOPMALMOHHbIX CTEHAAX.

CpeacTBa MaccoBoit MHopmaLum

B cpeactBax MaccoBoi  MHGOpPMaUMKM, OPUEHTMPOBAHHBLIX Ha  0b6ydarowmxcs,
PEKOMEHAYETCA B TeYeHUM Y4yebHOro rofa perynspHo ny6/aMKoBaTb WH(POPMALMOHHbIE
maTepuasibl, NOCBSALLEHHbIE OTAENbHLIM acrnekTam WHMOPMALMOHHOK 6e30MacHOCTU, a Takxke
pa3/fiMyHbIe NaMATKM 06LLEro xapakrepa.

B cpefacTBax MaccoBoOi  MH(OPMaUWMK, OPUEHTUPOBAHHBLIX Ha MeJarorMyeckyto
O6LLLECTBEHHOCTb, PEKOMEHAYEeTC B TeYEeHWM KaneHZapHOro rofda perynspHo ny6/nKoBaThb
MH(OPMaLMOHHbIE  MaTepuanbl, MNOCBALLEHHble OTAENbHbIM — acnekTaMm  UHHOPMALMOHHON
6e30MacHOCTI KaK HECOBEPLUEHHONMETHUX, TaK 1 00LLe06pa30oBaTe/lbHbIX OpraHM3aLmnii, a Takke
pasfnMyHble NaMATKM, 00630pbl HOPMATMBHO-MPABOBOIO PEry/fMPOBaHNS [AaHHOW cdepbl K
MHOPMaLMIO 0 aKTyallbHbIX MePONPUATUAX N COBLITUAX B AaHHOI chepe.

B xoge nposegeHnss EgmMHOro ypoka no 6e30nacHOCTM B CeTU  «VIHTEpPHET»
pekoMeHAyeTcs 06ecrneynTb BbIMYCK TEMAaTMYECKOro BbiMycka CpeAcTBa MacCoBOl MH(OpMaLMm
nnéo cepum Ny6nMKauMmM, cpefu KOTOPbIX PacCMOTPETb OpraHuW3oBaHHbIE MeponpuaTus ans

obyvalolmxcs, MX  poauTeneid  (3aKOHHbIX  MpeAcTaBUTENed) U MeaarorMyeckoit

006LLIECTBEHHOCTH.

OdmumnanbHble MIHTepHeT-pecypesl
O6ueobpa3oBare/ibHbIM ~ OpraHuM3aunsaM pPeKOMeHAYeTCa Ha CBOMX  O(umuManbHbIX
NHTepHeT-pecypcax obecneynTsb (hYHKLMOHMPOBaHMe CaMOCTOATENbHOIO "
crneunanusnposaHHoro pasgen «WHgopmaunoHHas 6e30nacHOCTb», B paMKax KOTOporo

npeLycMOTPeTh pasMeLleHne cnegytoLleid MHhopmaluum:

Ne Pasgen/nogpasaen dopmart CopepxaHue maTtepunanos
npeacTaBneHuns
mMaTepunanos
1. JlokanbHble HOPMATUBHbIE Konuun foKymeHTOB B Pa3meLlaloTca KOMuu
aKTbl B cthepe obecneyveHuns thopmaTe *PDF [NOKYMEHTOB, T.e. CKaHWPOBaHHbII
MHGOPMaLMOHHOA BapuaHT JOKYMEHTa,
6e3onacHoCTK

COOTBETCTBYHOLMIA TPe6OBaHMAM



obyvalmtowmxes

2. HopmaTusHoe
perynupoBaHue

3. [Meparornyeckum
paboTHUKam

4.  O6yvarowmmcs

5. PoauTensm (3aKOHHbIM
npeAcTaBuTeNsIM)
obyuatoLymxcs

6. [leTckme 6e30MacHbIe CaiThbl

Konuu OKYMEHTOB B
thopmate *PDF

TeKcT Ha cTpaHuue
caiita

Konuu AOKYMEHTOB B
thopmate *PDF

TeKCT Ha cTpaHuLe
canTa

TeKCT Ha cTpaHuLe
cawita

TeKcT Ha cTpaHuLe
cavita

K MapameTpamMm CKaHMpPOBaHMS.
Pa3meLyaroTca JOKYMEHTHI,
pernameHTupyoLme
opraHu3saumio u paboty ¢
NepcoHabHbIMU AaHHbIMM,
nnaHbl MEPONPUATUIA NO
obecrneyeHnto NHHOPMaLMOHHOA
6e30nNacHOCTM 06yyvatoLWmMXCs 1
apyrue.

My6nnKyoTCA aKTyaslbHble
cBefieHus 06 theaepasnbHbIX U
PErMOHaNIbHbIX 3aKOHAX, MUCbMax
OpraHoB BnacTu v gpyrue
HOPMaTUBHO-MNPaBOBbIe
LOKYMEHTHI, perfaMmeHTupytoLine
obecneyeHne NHHOPMaLMOHHOA
6e3onacHoCTK
HecoBEepPLUEHHONETHUX.
JonyckaeTca BMeCTO KOMNW
pasmMellaTb FMNepCcChbiiKU Ha
COOTBETCTBYIOLLME JOKYMEHTbI Ha
caiiTax opraHoB rocyaapcTBeHHOIA
B/1ACTU.

PasmelllaloTcs MeToaMYecKue
PEKOMEHAL MM 1 YKa3blBAETCH
NHGOpMaLMsa 0 MEPONPUATUSX,
MpoeKTax u nNporpammax,
HanpasfeHHbIX Ha NOBbILLEHMWe
MH(OPMaLMOHHO rPaMOTHOCTU
nefarornyeckux paboTHMKOB.
Pa3meLyaeTcs MH(OpMaLMOHHas
namsaTka (npunoxxkeHue Ne2) un
yKasblBaeTcsa MHpopMaLlms o
MeponpuATMAX, MPOeKTax u
nporpammax, Hanpas/ieHHbIX Ha
MOBbILLEHNE NH(OPMALMOHHOA
rpPaMoTHOCTUN 0BYyYaroLnXcs.
Pa3smelyaetcs MHhopMaLMOHHas
namsaTka (npunoxeHue Ne3).

Pa3smelyaetca nHopmaums o
PEKOMEHYEMbIX K
MCNO/Ib30BaHMNIO B Y4EOHOM
npouecce 6e30MacHbIX CanTax,

6aHHepbl 6e30MacHbIX AETCKNX
canToB.

OpraHam, OCYLIeCTBAAIOWMM YynpaBreHne B ctepe 06pa3oBaHWsi, PEKOMEHAYETCS Ha

CBOMX OhMUManbHbIX VHTEpHET-pecypcax 06ecrneunTb (yHKLMOHMPOBAHME CAMOCTOSTENIBHOIO

W Ccneuuann3MpoBaHHOro pasgen «W/HgopmalmoHHas 6e30MacHOCTb», B pamMKax KOTOPOro

npeaycMOTPeTb pasMeLLeHne cneayowen nigopmauun:



MpunoxeHne Nel. MamATKa gnsa obydarolmxcs 06 MHGopMaLMOHHON 6e30MacHOCTU AeTel

HE/1b3A

L

Bcem noapsfg coobuiatb CBOK 4YacTHYH MHDopmauuto (HacToswme ums, Gamuaunio,
TeneoH, agpec, HOMEp LWKO/bI, a TakXke hoTorpadun cBou, CBOEn CEMbU U ApY3eit);

2. OTKpbIBaTb BNOXEHHbIe (haiifibl 3/1IEKTPOHHOM NOYThI, KOTa He 3Haellb OTNpaBuTens;

3. Tpybutb, NpuanpaTbCs, OKasbiBaThb JaB/iEHNE — BECTU Ce0S HEBEX/IMBO U arpecCuBHO;

4. He pacnopsxalics fAeHbramum TBOel ceMbM 0e3 paspelleHWs CcTapwux - Bcerga
cnpawuBaii poauTenei;

5. He BcTpeuvaiica ¢ WHTepHeT-3HAKOMbIMW B peasbHOW >KW3HW - MOCOBETYMCA CO
B3POC/IbIM, KOTOPOMY 0BepseLLb.

OCTOPOX>XHO

1. He Bce nuwyT npaBgy. YuTaews 0 cebe HenpaBay B MHTepHeTe — coobuwy 06 3TOM
CBOMM POAUTENSIM UM OMEKYHaM;

2. TMpurnawaroT nepenncbiBaTbCs, UrpaTb, 06MEHNBATLCA - MPOBEPbL, HET M NOABOXA,;

3. HesakoHHOe KonupoBaHue aiinos B IHTepHeTe - BOPOBCTBO;

4. Bcerja pacckasblBail B3poc/ibIM 0 nNpobiemax B CETU - OHW BCerga noMoryrT;

5. Vcnonb3yil HacTpolikym 6e30nacHOCTM W MNPUBATHOCTWU, 4YTOObI HE NOTEpPATbL CBOU
aKKayHTbl B COL,CETAX W ApYrMX nopranax.

MOXHO

1. YBaxaii Apyrux nosib3oBaTenei;

2. Monbayewbcs NHTEPHET-UCTOUHMKOM - [ieflail CCbINIKY Ha Hero;

3. OTKpbIBai TONbKO Te CCbINIKKU, B KOTOPbIX YBEPEH;

4. O6warbecs 3a NOMOLLbLIO B3POCAbLIM - POAMTENN, ONEKYHbl W agMUHUCTPaLMA CalnToB
Bcerja nomoryT;

5. TMpoiign obyyeHmne Ha caiiTe «CeTeBUYOK» 1 MOMYUM NAcNopT LMEHPOBOro rpaxaaHunHal



MpunoxeHne Ne2. MHhopMaLMOHHasA NaMsaTKa asi 06yyaroLmnxcsa ana pasMeLLLeHmns Ha
omumnanbHbIX MHTEpHET-pecypcax

C KaXablM rojomM MOMOAEXW B MHTEPHETE CTAaHOBUTLCS GOJbLUE, a LUKOMbHUKA OAHU 13
camblX aKTMBHbIX MONb3oBaTeneid PyHeTa. Mexay Tem, MOMUMO OFPOMHOFO KO/MYecTBa

BO3MOXHOCTe, UHTEPHET HeceT U NpobnemMbl. dTa NamsATKa JO/HKHA MOMOYb Tebe 6e3onacHo
HaxoAuTbCs B CETH.

KoMnboTepHbIe BUpPYChI

KoMnbloTepHbIA  BUPYC -  3TO  Pa3HOBMAHOCTb  KOMMbIOTEPHLIX  MPOrpamm,
OT/IMYNTENbHON OCOGEHHOCTbIO  KOTOPOW  ABNSIETCA  CMOCOGHOCTb K PasMHOXeHUto. B
[OMOSHEHVE K 3TOMY, BMPYCbl MOTYT MOBPEAUTb WU MOMHOCTbI0 YHUUTOXMUTb BCe (halifibl 1
[aHHble, MOAKOHTPO/bHbLIE MOMb30BATEND, OT UMEHM KOTOPOro Gbina 3amylleHa 3apaKEéHHas
nporpamma, a TakXXe MOBPEAWUTb WU AaXe YHUUYTOXUTb OMEepaLyoHHYH CUCTEMY CO BCEMM
(haiinamy B LeNOM. B 6ONbLIMHCTBE ClyvaeB PacNpPOCTPAHAOTCS BUPYChl YePe3 MHTEPHET.

MeTo/bl 3alMTbl OT BPeLOHOCHbIX NPOrpamm:

1. Wcnonb3yil COBPEMEHHbIE OMepaLMOHHblE CUCTEMbI, UMEIOLLME CEPbE3HBIA YPOBEHb
3alMTbl OT BPEAOHOCHbLIX NPOrpamm;

2. TloCTOAHHO ycTaHaBnmBai naytu (UM(pPOBbIE 3aniaTkKW, KOTOpble aBTOMATWUYECKU
YyCTaHaBNMBAlOTCA C Lefblo A0pabTKM Nporpammbl) M Apyrue 06GHOBMEHWUS CBOEN
onepaunoHHol cnctembl. CKaymBail UX TOMbKO C 0(hMLMANBHOrO caliTa pa3paboTymnka
OC. Ecnu cyuiecTByeT peXxxum aBTOMaTUYeCKOro 06HOB/IEHUS, BK/THOUU ErO;

3. Pab6oTall Ha cBOEM KOMMbIOTepe Moj npaBaMu Mosnb3oBaTens, a He aAMUHUCTPaTopa.
3T0 He NO3BOAUT OONLLUMHCTBY BPEAOHOCHbLIX MPOrpamMmm WHCTANNMPOBATLCA Ha
TBOEM MepCOHa/IbHOM KOMMbIOTEpE;

4. Vcnonb3yih aHTUBMPYCHbIE MPOrpaMMHble NPOAYKTbl U3BECTHLIX NPOU3BOAMTENEN, C
aBTOMaTuMyeckum o6HOB/eHNEM 6a3;

5. OrpaHuyb U3nYecK1in 4OCTYN K KOMMNbIOTEPY A/18 MOCTOPOHHUX NNLL;

6. Mcnonb3yil BHeELWIHME HOCUTENN UH(OPMaLMK, TaKne Kak (ewKa, AucK nnn daiin us
WHTEPHeTa, TONIbKO M3 NPOdepeHHbIX NCTOUHNKOB;

7. He oTKpbiBali KOMMbIOTEPHbIE (aifibl, NOMYYEHHblEe U3 HEHaAEXHbLIX WUCTOYHMKOB.

[axe Te ainbl, KOTOpble NpMcnan TBOW 3HAKOMbIA. Jlydlle YTOYHW Y Hero,
OTNPaBAsAN N OH Tebe KX.

CeTn WI1-FI

Wi-Fi - 370 He BMf, nepefayn faHHbIX, He TEXHONOMUA, a BCero Nub 6peHA, mapka. ELle
B 1991 rogy HupepnaHAckas KomnaHua 3apeructpuposana 6peHg «WECA», 4to 0603Ha4ano
cnoocoyeTaHme «Wireless Fidelity», KOTOpbIl NepeBOAMTCA KaK «O6eCnpoBOgHas TOYHOCTbY.

[o Hawero BpemeHW folwna gpyras abbpeBmatypa, KOTopas fBASETCS TaKOM e
TexHonoruen. 3to abopesnatypa «Wi-Fi». Takoe HasBaHue 6bINO 4aHO C HAMEKOM Ha CTaHAapT
BbICLUWIA 3ByKOBOM TexHUKM Hi-Fi, uTo B nepeBoge 03Ha4aeT «BbICOKas TOUHOCTb».

[a, 6ecnnaTHbIl UHTEPHET-AOCTYN B Kade, OTENSX M adpornopTax SBASETCS OTAUYHON

BO3MOXXHOCTbIO BbiX0fa B MHTEPHET. HO MHOrMe sKcnepTbl CYMTAKOT, YTO 06ueaocTynHble Wi-
Fi ceTn He aBnAt0TCA 6€30NaCHBLIMMU.

CoBeTbl M0 6e30nMacHOCTK paboTe B 06Wef0CTYNHbIX ceTax Wi-fi:



He nepepaBali CBOK NMYHYH MHGopmauuio 4epe3 ob6ulegoctynHbole Wi-Fi cetn.
PaboTasi B HUMX, XenaTe/bHO He BBOAWTbL MApoNW [OCTYMa, NOFMHbI U KaKWUe-TO
HOoMepa;

Wcnonb3yii 1 06HOBASAIK aHTUBMPYCHbIE NPOrpaMMbl U GpaHaMayep. Tem caMbIM Thbl
o6e3onacullb cebst 0T 3aKayKy BUpYCa Ha TBOE YCTPOIACTBO;

Mpu wncnonb3oBaHuu Wi-Fi oTknoum dyHKUuo «O6wuini goctyn K aitnam u
npuHTepam». [aHHasg (YHKLMS 3aKpblTa MO YMOMYaHUIO, OfHAKO HeKoTopble
nonb30BaTeNIN aKTUBUPYIOT €€ ANns yaobcTBa NCNoNb30BaHUS B paboTe unn yyebe;

He ucnonb3yit ny6nuuHblii WI-FI gna nepefayun AMYHbIX [aHHbLIX, Hanpumep Ans
BbIX0/a B COLMa/bHbIe CETU U/W B 3NIEKTPOHHYIO MOYTY;

Mnonb3yihi TONbKO 3aliulieHHOe coeauHeHue yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAN UMEHHO «https://»;

B Mo6unbHOM TenegoHe OTKAOUM  (yHKUMo  «llogknwouveHne K Wi-Fi

aBToOMaTmyeckm». He gonyckain aBTOMaTUYECKOro NOAK/IHOUYEHUS YCTPOICTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoupnanbHble ceTu

CounanbHble CEeTU aKTUBHO BXOAAT B HaLly >KM3Hb, MHOTME NMOAN PaboTaOT W XKUBYT
Tam MOCTOSIHHO, a B Facebook yxxe 3apercTpupoBaH MUAnMap[ YenoBek, YTo ABMSETCA Of4HOM
ceflbMOii BCeX XXWUTeneil nnaHeTbl. MHOrMe Mo/b30BaTeNIM He MOHMMAIOT, YTO MHhopMaLKA,

pasMeLleHHas UMK B COLMaNbHbIX CETAX, MOXET 6bITb HalijeHa 1 NCNOMb30BaHa KeM YrogHo, B
TOM yuncne He 0653aTeNIbHO C 6narMMm HamepeHNAMN.

OCHOBHbIe COBETbI N0 6630MacHOCTK B coumnanbHbIX CETAX:

1

OrpaHuyb CnucoK Apy3ed. Y Tebs B Apy3bAX He [LO/DKHO ObITb Cly4YaliHbIX |
He3HaKOMbIX NtOEN;

3awmilai CBOK YacTHYH >KM3Hb. He ykasbiBail maponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHMA W APYTYK NWYHYK0 MHDOPMaUuUto. 3710YMbIWAEHHNUKA MOMYT
MCMonb30BaTh Jaxke WHMOPMAaLMK O TOM, Kak Tbl M TBOW POAMTENN NJIaHUPYETe
MPOBECTW KaHWKYNbI;

3alymilail cBOK penyTauuio - AepXu ee B YNCTOTe U 3aaaBail cebe BOMpoc: XoTen Obl
Tbl, YTOObI APYrne NoONb30BaTeNn BUAENM, YTO Thbl 3arpyXaewbs? Mogymai, npexae
YyeM YTO-TO ony6AMKOBaTb, HaNMCaTb W 3arpy3nThb;

Ecnun Tbl roBOpullb C NOAbMU, KOTOPbIX HE 3HaEllb, HE UCMOMb3Yil CBOE peanbHOe
UM U APYTYH NIMYHYI0 MH(QOPMaUMK: UMS, MECTO XXMTEeNbCTBA, MECTO Y4ebbl K
npouee;

WN3beraii pasmelleHuns qoTtorpaduini B IHTepHeTe, rae Tbl M300paXKeH Ha MECTHOCTM,
MO KOTOPOW MOXHO OnpefennuTh TBOE MECTOMO/OXEHNE;

Mpw pernctpauun B coLmanbHOM CETU HEOOXOAMMO UCMONb30BaTh C/IOXHbIE Naponu,
cocToswme n3 6ykB 1 LMMP 1 ¢ KONMYECTBOM 3HAKOB He MeHee 8;

[ns coumanbHOM ceTu, NOYTbl N APYrUX CalTOB HEOOGXOAMMO MCMO/b30BaThb PasHble

naponu. Toraa ecnu Te6s B3NOMAIOT, TO 3/10YMbILIIEHHUKMN MOMYYaT AOCTYN TOMbKO
K 0JHOMY MECTY, a He BO BCe cpasy.

ONEKTPOHHbIE AeHbIN

ONEeKTPOHHbIE AEHbIN — 3TO O4YeHb YAOOHbIA cnocob nnaTeXxen, OAHAKO CYLLECTBYIOT
MOLLIEHHMKM, KOTOPbIe XOTAT MONYYNUTb 3TU AEHbIN.

ONEeKTPOHHbIe AeHbrY MOSBUANCL COBCEM HEAABHO WM MMEHHO K3-3a 3TOF0 BO MHOTUX
rocyaapcteax A0 CUX Nop He NPOMMCaHO MPO HUX B 3aKOHaX.


https://%c2%bb

B Poccn ke OHM (YHKUMOHMPYIOT M O HUX Y>XKe NPOMNWCaHO B 3aKOHe, TAe WX
Pa3fenstoT Ha HECKONbKO BWUAOB - aHOHMMHbIE M He aHOHWMHble. PasHMUa B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs NPOBOAWUTL onepaumn 6e3 WMAEHTUDUKALUK
MoNb30BaTeNs, a B HEAHOHVMHbIX UAEHTU(MKALMI NONb30BATENS ABNSETCS 0653aTeNbHO.

Takxe cnefyeT pasnnyaTb 3NEKTPOHHbIe (UaTHble AeHbr (paBHbl FOCYAAPCTBEHHbLIM
Ba/IIOTaM) W 3/IEKTPOHHbIE HeUaTHbIe AeHbIM (He paBHbl FOCYAapCTBEHHBIM Ba/llOTaMm).

OCHOBHbIe COBETbI M0 6€30MacHOl paboTe C 3M1EKTPOHHbIMMN feHbraMu:

1 TlpmBSXM K CYETY MOGUMbHBIA TeneoH. 3TO camblii YA06OHbIA U BbICTPbLIA CNOCO6
BOCCTaHOBMTb JOCTYN K cueTy. lNMpuBA3aHHbIA TeneOoH MOMOXET, ecnun 3abypellb

CBOW MMaTeXHbI Maponb MK 3aifelllb Ha CailT C HE3HAKOMOTO YCTPOICTBA;

Wcnonb3yli ogHopasoBble naponu. lMocne nepexoja Ha YCUIEHHYH aBTOPM3auMIO

Tebe yXe He ByfeT yrpoxarb OMacHOCTb KPaXu UK nepexsara NiaTeXKHoro napons;

3. Bblbepu cnoxHblil naponb. MpecTynHukam OyAeT He NPOCTO YrafaTb CAOXHbI
naposib. HagexHble Naponim — 370 Naposv, KOTOpble COAEPXKaT He MeHee 8 3HaKOB U
BK/IKOYAIOT B Ce6A CTPOYHbIE M MPOMNUCHbIE BYKBbI, LN(PbI U HECKO/IbKO CMMBOJIOB,

TaKne KaK 3Hak fonnapa, PyHTa, BOCKAMLATeNbHbIA 3HaK 1 T.n. Hanpmumep, StRONg!;;
4. He BBOAM CBOM IMYHbIE faHHbIE Ha caiiTax, KOTOPbIM He JOBepsieLlb.

ONeKTpOoHHaa noyTa

JNeKTPOHHas NoyTa — 3TO TEXHOMOIMS U NPeOCTaBNSEMble et0 YCAYTU MO NePEChIKe 1
MOMYYEHUIO 3MEKTPOHHbLIX COOGLLEHWIA, KOTOpble pacrnpefenstoTcs B KOMMbIOTEPHO CETW.
OGbIYHO ~ 3MEKTPOHHBIA MOYTOBbIA  AWMK  BLIFNAAUT  Cnefylowmm  06pasom;

MMS_Nonb30BaTeNs@uMsa_foMeHa. Takke Kpome mnepefadyn MNpocToro TeKCTa, UMeeTcs
BO3MOXHOCTb nepeAaBaThb halinibl.

OCHOBHble COBETbI N0 6€30MacHO paboTe C 3/IEKTPOHHOI MOYTOIA:

1. Hapgo Bbi6paTb NpaBW/bHbIA MOYTOBbIA CEPBUC. B MHTEPHETE CTb OFPOMHbIV BbIOOP
6ecnnaTHbIX MOYTOBLIX CEPBMCOB, O4HAKO Myydlle JOBEPSATb TEM, KOFO 3Haellb U KTO
NepBblii B PEATUHTE;

2. He ykasblBail B IMYHON NouTe NNYHY0 UHGOpPMaLuo. Hanpumep, nydile BolibpaTb
«MY3blKa/bHbI_haHaT@» nnn «pok2013» BMecTo «TeMal3»;

3. Vcnonb3yii 4BYyX3TanHyH aBTOpM3aLuio. 3TO KOrAa NOMMMO Maposs HY>XHO BBOAMTb
Kof, npucbliaemblii no SMS;

4. Bblbepy CNOXHbIA nNaponb. [N KaXAoro MOYTOBOrO fAWMKa A0MXKEH ObITb CBOWA
HafleXHbI, YCTONYMBBIA K B3/IOMY Naposb;

5. Ec/m ecTb BO3MOXHOCTb HanmucaTb CaMOMY CBOW JIMYHbIA BOMPOC, MCMOMb3YA 3Ty
BO3MOXHOCTb;

6. Wcnonb3yli HECKOMbKO MOYTOBbIX SWMKOB. [MepBbliA AN YaCTHOW Mepennckn ¢
ajpecatamy, KOTOpbIM Tbl [JOBepsiellb. 3TO 3MEKTPOHHbLIA ajpec He Hamo
MCMob30BaTh NPU perucTpauuy Ha popymax u caiTax;

7. He oTkpbiBail (aiinbl 1 gpyrve BAOXKEHUS B MUCbMax faXe €c/iM OHW MpULLAW OT
TBOMX [py3eii. Jlyulle yTOUHW Y HUX, OTMPaBASASIN M OHU Tebe 3T thaiinsl;

Mocne OKOH4YaHUA paboTbl Ha MOYTOBOM CepBUCE Mepej 3aKpbiTUEM BKNagKW C
CaiTOM He 3a0yab HaXkaTb Ha «BbIlATW».



KnbepbynnvHr nnv BupTyanbHOe U3LeBaTeNlbCTBO

KnbepbynnnHr — npecnegoBaHne COOOLLEHMAMU, COAepXKawuMm  OCKOp6IeHws,

arpeccuto, 3amnyruBaHue; Xy/JmMraHcTBo; ColManbHOe 60MKOTUPOBAHME C MOMOLLbIO Pa3/INUHbIX
MHTEPHET-CEPBICOB.

OCHOBHble COBETbI M0 60pbbe C KNOEPOYNNHIOM:
1. He 6pocaiica B 60i. Jlyywinini cnocob: NocoBeToBaTbCA KaK Ce0sl BECTU W, €CAN HeT
TOro, K KOMY MOXHO 06paTWThbCsi, TO BHauyane YCMOKOWUTbCA. EcAn Tbl HauHelb

oTBeYaTb OCKOpP6MeHUsIMM Ha OCKOp6/eHMs, TO TOMbKO eule 60/blle pPasoxiKeLlb
KOH(NUKT;

2. Ynpasnsii cBoei knbeppenyTaluen;

3. AHOHUMHOCTb B CeTW MHMMasA. CyLlecTBYHOT CNOCO6bl BbIACHWUTb, KTO CTOUT 3a
aHOHMMHBIM aKKayHTOM;

4. He CTOMT BECTM XY/IMTaHCKUIA 06pa3 BMPTYaNbHOW XWU3HWU. VIHTEpHET UKCUPYET BCe
TBOU [eCTBNA 1 COXPaHSAET UX. Y aannTb Ux 6yaeT KpaiiHe 3aTpyAHUTENLHO;

5. Cob6ntogali cBoW BMPTYyasbHYH 4YecTb CMOJIOAY;

6. WNrHopupyin efuHU4YHbIA HeraTve. OfHOPa30Bble OCKOPOUTE/IbHbIE COO6LLEHUS
nyduie urHopmposatb. OBbIYHO arpeccus NpekpaLLaeTca Ha HavalbHOW cTaguu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMW COOBLLEHUSMU, B COLMabHbIX
CeTAX €eCTb BO3MOXHOCTb O/I0KMPOBKM OTNPaBKM COOOLUEHMIA C OnpefefieHHbIX
aflpecos;

8 Ecnm Tbl cBugeTtenb KubepbynauHra. TBOW AEWCTBMS:  BbICTYNUTb  MPOTUB
npecnefoBaTens, MokasaTb €My, 4YTO €ro [JeiCTBMA OLEHUBAIOTCA HEraTuBHO,

noafepxaTb >KepTBY, KOTOPOM Hy)XHa MCMXONOTMYeckass MOMOLLb, COOGLIMTbL
B3POC/bIM O (haKTe arpecCUBHOIO MOBEAEHNS B CETU.

Mo6WNbHbIA TenedoH

CoBpemMeHHble cMapTOHbl 1 NNaHWeTbl cofepxaT B cebe BMOMHe B3POC/bIiA
(hyHKUMOHAN, M Tenepb OHM MOTYT KOHKYpPMpPOBaTb CO CTaLMOHAPHLIMK KOMMbIOTEPAMU.
OpfHaKo, cpeacTB 3aWuThl Ans Nof06HbIX YCTPOMCTB NMoKa oYeHb Mano. TecTUpoBaHue 1N Nouck

YSA3BUMOCTEN B HUX MPOUCXOAUT He TaK MHTEHCMBHO, Kak ans MK, To e camoe KacaeTcs u
MOGUBHBIX MPUNIOXEHUN.

>eii>,
COBpeMeHHbIe MOGUNbHbIE 6pay3epb| Y>Xe NpakTnyeckn gorHaanm HacToJibHble aHaslorn,

0AHAKO pacluMpeHne (YHKLMOHaNa BeYeT 3a €060/ OONbLIYI0O CMOXHOCTb W MEHbLUYHO
3aLLMLEHHOCTb.

[laneko He BCe MPOWM3BOAMTENN BbIMyCKalOT OGHOBMEHMS, 3aKpblBalOLME KPUTUYECKME
YSI3BUMOCTM A/11 CBOMX YCTPOICTB.

OCHOBHble COBeThI A4/19 6e30MacHOCTN MOBMBLHOIO TeneoHa:

1 Hwnuero He siBNSeTCA No-HacTosiwemy 6GecnnaTHbIM. Byab OCTOPOXEH, Befb Korpa
Tebe npeanaraloT 6GecnnaTHbIA KOHTEHT, B HEM MOTYT ObMb CKPbITbl Kakue-TO
nnaTHble ycnyru;,

2. [Aymaii, npexae yem otnpaBuTb SMS, GoTo MM BMAEO. Thbl TOYHO 3Haelllb, FAe OHU
6yayT B KOHEYHOM uTOre?

Heobxo4nmo 06HOBNATL ONepaLMOHHY0 CUCTEMY TBOEro CMapT(OHa;
4. Wcnonb3yli aHTUBUPYCHbIE NPOrpamMmbl 4151 MOBUbHBLIX TeNe(OoHOB;

w



5. He 3arpyxaii npunoXxKeHns oT HEU3BECTHOIO UCTOUYHMKA, BEb OHU MOTYT COfepXaTb
BPEAOHOCHOE MPOrpaMmMHOe 06ecrneyeHue;

6. lMocne TOro Kak Thbl Bblilfellb C caiiTa, rAe BBOAWI NNYHYIO MHOPMaLUIO, 3aian B
HacTpoliku 6paysepa n ygann cookies;

7. Tepuognueckn NpoBepsaii Kakmne NaaTHbIE YCIYTM aKTUBUPOBaHbI Ha TBOEM HOMEPE;

8. [asain cBoli HOMep MOGUILHOrO TeseoHa TONLKO NHOASM, KOTOPbLIX Thl 3Haellb U
KOMY A0BepsieLlb;

9. Bluetooth gomkeH 6bITb BbIKNKOYEH, KOrga Tbl MM He nofb3yelwbes. He 3abbiBaii
MHOr4a NpoBepsThb 3TO.

Online wnrpsl

CoBpeMeHHble  OHMAlH-Urpbl - 3TO KPacouHble, 3axBaTblBalOWME pa3BIEYEHNS,
00beANHSAIOLME COTHU ThICAY YeNOBEK MO BCeEMY MUpY. WIFpoOKWM MCCNeayoT AaHHbIA UM Mup,
06LLATCA APYT C APYrOM, BbIMOMHAT 3afaHus, CPAXAOTCA C MOHCTPaMK W MOJyYatoT OnbIT.

3a y[oBONbCTBME OHM NAATAT: MOKYNatT AUCK, OMNAaynMBaloT aboOHEMEHT WM npuobpeTaroT
KaKvie-To onuuu.

Bce aTu cpeactBa mMayT Ha NOAAepXXaHWe W pasBUTME WIPbl, a Takke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbl aBTOPM3aUMM, BbIMYCKAOTCS HOBble MNaTum
(umchpoBble 3annaTky 4N1s NPOrpamm), 3aKpbiBatOTCA YSA3BUMOCTU CEPBEPOB.

B I'IO,D.06HbIX nrpax CTouUT onacatbCA HE CTOJSIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXKu
TBOEro rnaposd, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLnn 60MbLUINHCTBA nrp.

OCHOBHbIe COBETbI N0 630MaCHOCTM TBOEr0 UFPOBOr0 aKKayHTa:

1. Ecnu gpyroii nrpok BeAeT cebs Nioxo unm cosgaeT Tebe HENPUATHOCTU, 3a6N10KMpYi
€ro B CMUCKE NIPOKOB;

Moxanyica afMUHUCTPATOPaM WUrPbl Ha M10X0e MOBefeHne 3TOr0  UrpoKa,
XenartenbHO NPUIOXKUTb KakKne-TO foKa3aTeIbCTBa B BUAE CKPUHOB;

He ykasblBaii NMYHYI0 UH(OpMaLMo B npodaiine urpbl;

YBaxain Apyrux y4acTHUKOB MO WUrpe;

He ycTaHaBnuBai HeomumanbHble NaTin U MOLbI;

Wcnonb3yil cnoXHble 1 pasHble Naponw;

[laxe BO BpeMs Urpbl He CTOWUT OTK/OYaTb aHTUBMPYC. MMoka Tbl Urpaellb, TBOVA
KOMMbOTEP MOTYT 3apasuTb.

no

No U s w

DULLMHT UIKN KpadKa NYHbIX AaHHbIX

O6bIYHON Kpaxkel AeHer U AOKYMEHTOB CEroAHs Y)XXe HWKOro He YAMBULIb, HO C
PasBUTUEM WHTEPHET-TEXHOMOTU/A  3N0YMbIWAEHHUKN NEPEMECTUINCL B WHTEPHET, W
MPOAO0/MKAKOT 3aHUMATLCA «/THOUMbBIM» AeNOM.

Tak nosiBUNacb HOBas yrposa: WHTEPHET-MOLUEHHMYECTBA UM (ULIWHT, TNaBHas Leb
KOTOPOro COCTOWT B MOMYYEHUU KOH(UAEHLMANbHBIX JaHHbIX NOMb30BaTeNeil — OrvHOB U

naponeii. Ha aHrnuinckom ssbike phishing uutaetca kak guwmHr (o1 fishing — pbi6Has noens,
password — napons).

OCHOBHbIe COBETbI N0 60pbbe C PULLNHIOM:

1 Cnean 3a CBOMM akkayHTOM. Ecnm Tbl NOAo3peBaellb, YTO TBOS aHKeTa 6bina

B3/lOMaHa, TO Heob6XxoaMmo 3abnokupoBaTb ee WM COOOWMTb afMUHUCTpaTOpam
pecypca 06 3TOM Kak MOXHO CKOpee;



2. Wcnonb3yih 6Ge3onacHble BeG-caliTbl, B TOM UWUCNE, WHTEPHET-MarasvHoOB W
MONCKOBbLIX CUCTEM;

3. Ncnonb3yii cnoxHble 1 pasHble Naponu. Takum o6pa3om, eciv Teb6s B3NOMAOT, TO
310YMbIWEHHWKN NONAYyYaT AOCTYM TOMbKO K O4HOMY TBOEMY NPOMI0 B CETU, a He
KO BCEM;

4, Ecnn Teb6a B3nOManM, TO HEOOXOAMMO MpeaynpeanTb BCEX CBOMX 3HAKOMBIX,
KoTopble f06aBneHbl y Tebs B ApYy3bsX, O TOM, YTO Tebs B3/IOMaM 1, BOSMOXHO, OT
TBOEro UMeHu ByaeT pacchblNaTbCa cnaMm 1 CCbINKU Ha (PULINHTOBbIE CalThl;

5. YcTaHoBM HagexHbI naponb (PIN) Ha MOGUbHbIN TenedoH;

OTK/OUM COXpaHeHVe Napons B bpaysepe;

7. He oTKpbiBali (haiifibl N Apyrue BAOXEHUS B MUCbMax Aaxe ecay OHW MpULIM ot
TBOMX ApYy3eil. Jlyylle YyTOUHM Y HUX, OTNPaBAAAN I OHU Tebe 3Tu (aitnbl.

IS

Linchposast penyTauus

Lindposas penytaums - aTo HeraTMBHas UAM NO3UTUBHaA MHGOpMaLmMsa B CeT O Tebe.
KomnpomeTupytowas MHPOpMaLms pasmelleHHas B MHTEPHETE MOXET Cepbe3HbIM 06pa3om

0TPa3nTbCs Ha TBOEN peanbHON XM3HW. «LlMdpoBas penyTtaums» - 3T0 TBON UMUK, KOTOPLIN
thopmmpyeTcs U3 UHGhopmaLmm o Tebe B MHTEPHETE.

TBOE MeCTO XWUTeNbCTBa, y4ebbl, TBOE PUHAHCOBOE MOJSIOXKEHMNE, 0COBEHHOCTN XapaKTepa
M pacckasbl 0 6/IM3KMX - BCE 3TO HaKan/IMBaeTCs B CETU.

MHorve NoAapoCTKN NErKOMbICAIEHHO OTHOCATCA K My6AMKauMu NYHOK MH(OopMaLmmn B
WHTepHeTe, He MOHMMAsA BO3MOXHbIX MOCMAeACTBUI. Thl faXe He CMOXeLb [0rafaTbcs O TOM,
yTto thoTorpadus, pasmMeL,eHHas 5 neT Hasaf, cTana NPMUNHON 0TKa3a NPUHATL Te6S Ha paboTy.

KommeHTapuu, pasmelleHne TBOMX oTorpaduii M apyrue [eicTBUMA MOMyT He
NCYE3HYTb faXe Moc/ae TOro, Kak Tbl WX yAaulb. Tbl He 3HaeWb,  KTO COXpaHua 3Ty
MH(opMaLmio, nonana /i OHa B MOWCKOBLIE CUCTEMbI M COXPaHWACb /I OHa, a F/TaBHOE: 4TO
nofymaroT 0 Tebe OKpyXKatollee 04U, KOTOPble HalAyT W yBUAAT 3T0. HalTn mHpopmayuio
MHOTFO N1eT CMyCTS CMOXET 00 - KakK M3 J06pbIX MOGYXAEHWA, TaKk U ¢ HamepeHueM
MPUYNHUTL Bped. 3TO MOXET ObITb KTO YIOAHO.

OCHOBHbI€ COBeTbI M0 3aLlMTe LMGpPOBOIA penyTauum:

1. Togymaii, npexae 4YeM 4yTO-TO My6AMKOBaTb M MepedaBaTb Yy ce6s B 6nore uam B
couManbHOW ceTw;

2. B HacTpoiikax npothunis yCTaHOBM OrpaHUYeHMst Ha MPOCMOTP TBOEro Npoduas 1 ero
COZIEPXXMMOTO, CAenai ero TONbKO «Ans Apy3eii»;

3. He pa3smewaii 1 He yKasbiBaii MH(OPMaLMIO, KOTOPas MOXET KOro-1mbo ocKopbnsaTh
nm obmxartb.

ABTOpPCKOE npaso

COBpeMEHHbIE  LUKO/IbHUKN- aKTWBHbIe MO0Mb30BaTeNIN  LM(PPOBOrO0 MPOCTPaHCTBA.
OfHaKo Aaneko He BCe 3HAlOT, YTO NO/Mb30BaHME MHOMVMMW BO3MOXHOCTAMM LM(POBOro Mupa
TpebyeT co604eHUS NpaB Ha MHTENNIEKTYallbHY COOCTBEHHOCTD.

TepMUH «UHTENNEeKTyanbHass COBCTBEHHOCTb» OTHOCMTCA K PasfMyHbIM TBOPEHUSIM
Ye/I0BEYECKOr0 YMa, HauMHasi C HOBbIX M300pPETEHMIA M 3HAKOB, 0603HaYalOLIMX COOCTBEHHOCTb

Ha NPOAYKTbl M YCAYrM , W 3aKaHuMBas KHWUramu, oTorpagusmu, KuHobUabMaMu U
My3blKa/IbHbIMW NPON3BEAEHUAMM.



ABTOpCKME MpaBa - 3TO MpaBa Ha MHTENNEKTyaNbHY0 COGCTBEHHOCTb Ha NPOM3BEEHNS
HayKu, nTepaTypbl U UCKYCCTBA. ABTOPCKME NpaBa BbICTYMNalOT B KaYeCTBe rapaHTUW TOro, YTO
VHTENNEKTYa/bHbI/TBOPYECKNIA TPYA aBTOpa He 6GYAeT HanpacHbIM, JacT eMy CrnpaBef/nBble
BO3MOXKHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, NOMy4nMTb M3BECTHOCTb M NMPU3HAHME.
HuKTO 6e3 paspeLleHns aBTOpa He MOXET BOCNPOM3BOANTL €ro Npon3BeAeHmne, PacnpoCcTPaHsTh,
ny6/MYHO AEMOHCTPMPOBATh, MNpofaBaTb, WMMOPTMPOBATb, MycKaTb B MPOKaT, NyG6/MYHO
MCMONHATb, MOKa3blBaTb/UCMONHATL B 3hMpe v pasMellath B VIHTEpHETE.

Vicnonb3oBaHMe «nNUPaTCKOro» nporpaMmmMHoOro obecneyeHnss MoXeT NPUBECTUN K MHOTUM
puckam: OT noTepun pAaHHbIX K TBOMM aKKayHTamM A0 6)'IOKVIDOBKI/I TBOEro yCTpOVICTBa, roe
yCTaHOBI'IeHHbIVI He neranbHaa nporpamma. He CcTOUT Takxke 3abblBaTb, 4TO CywiecTByeTt
NneranbHble U 6ecnnaTHbie nporpamMmsbl, KOTOPbIE MOXXHO HalTN B CETMU.

O nopTane

CeTeBMYOK.ph - TBOW TFNaBHbIA COBETYUMK B CETU. 3[eCb Tbl MOXEWb Y3HaTb O
6e30MacHOCTM B CETW MOHSATHbIM W JOCTYMNHbIM 3bIKOM, @ NPWU BO3HWKHOBEHUW KPUTWUYECKOM

CUTyauum o6paTMTbCS 3a COBETOM. A TakXe MPUHATb yyacTMe B KOHKypcax M CTaTb CambIM
UMPOBLIM FpaXKAaHNHOM!



MpunoxeHune Ne3. MamMATKa gnsa poauTenein 06 MHHOPMaLMOHHON 6e30NacHOCTU feTel

OnpegeneHne TepMMHA «MH(OPMaLMOHHAsA 6e30NacHOCTb feTel» COAepXMTCA B
PesepasibHOM 3aKoHe No 436-03 «O 3almTe geTeill 0T UHPOPMALUW, NMPUUMHAIOLLER Bpes WX
300POBLI0 M PasBUTUIO», PETYIMPYIOWUM OTHOLLEHWSl, CBSI3aHHbIE C 3alMTON AeTeill oOT
MH(opMaLMK, NPUUUHAIOLWLER Bpes, X 340P0OBbI0 1 (M1Kn) pa3BuTui. COrnacHo 4aHHOMY 3aKOHY
«MH(OpMaLMOHHasA 6e30MacHOCTb fAeTeli» - 3TO COCTOSHWME 3aliWLLeHHOCTW, MpU KOTOPOM
OTCYTCTBYET PWCK, CBfi3aHHbI/i C MPUYMHEHWEM WH(OpPMaLMeid Bpefa UX 340p0BbI0 U (MIN)
(hr3NUECKOMY, NCUXNYECKOMY, AYXOBHOMY, HPAaBCTBEHHOMY PasBUTUIO.

B
3[10pOBbIO

1

2.

3.

8.
9.

10.

cuny ®degepanbHoro 3akoHa No 436-®3 uHhopMaumeld, NPUYUHAIOLLEA Bpeq
n (MnKn) pasBUTUIO AeTEl, ABNSETCA:

nHOopMaLMa, 3anpeLLeHHas ans pacnpocTpaHeHWs Cpean feTei;

nHhopmauus, pacnpocTpaHeHue KoTopoii OrpaHnyeHo cpeam
[lereii  onpeaeneHHbIX BO3PACTHbIX KaTEropuii.

K nHthopmauun, 3anpeLLeHHol Ans pacnpocTpaHeHus cpein feTeid, OTHOCUTCS:
NH(opMmaunsa, nobyxajarouias fgeTeid K COBepLUeHN0 [AeliCTBUIA, NPeAcTaBNALLMX
Yyrposy MX XU3HU U (MK1) 340POBLIO, B T.U. MPUYMHEHNIO Bpeda CBOEMY 340POBbHO,
camoyouiicTBy;

CNOCOGHOCTL BbI3BATb Y [eTell >XenaHue YMNoTpebuTb HapKOTMYECKMe CpeAacTBa,
NMCUXOTPOMHble K  (MAK)  ofypMaHuBaloWMe BellecTBa, TabauyHble uM3genus,
aNKoOrofbHYI0 ¥ CMMPTOCOAepXKallylo  NPOAYKUMIO, MWMBO W HanuTKuy,
M3roTaBNMBaeMble Ha ero OCHOBE; MPUHATL y4yacTue B a3apTHbIX Wrpax, 3aHMMaTbCs
NpoCTUTYLMeEl, 6POASKHNYECTBOM UK NOMpoLaiHnyYecTBOM”

060CHOBbIBatOWass WAM  onpaBgblBalowWwas AonycTMMOCTb  Hacuama  u - (Unn)
XECTOKOCTU MO0 NOoGYXAaloLWwasn OCYLLeCTBAATb HACW/IbCTBEHHbIE AEWCTBUS MO
OTHOLUEHWIO K JTIOAAM W XXUBOTHBIM;

oTpuuaroLlas cemeiiHble LEHHOCTM U (hopMUpYyHOLLas HeyBaKeHWe K pOAUTeNsM M
(Mnn) opyrumM YneHam cembM;

OMpaBfblBaoLLas NPOTUBOMPABHOE MOBEAEHNE;

coepxKallan HeLeH3ypHY 6paHb;

cofepxalias MHpopmMaLmo NopHorpagpuyecKoro xapakrepa.

K MH(popmauum, pacnpocTpaHeHMe KOTOPOiW OrpaHMYeHO cpeau feTeii onpeaeneHHOro
BO3pacTa, OTHOCUTCS:

L

4.

nHopMaLms, npeacrasiseMas B BUAe W300paXKeHWs WM OMUCAHUSA XKEeCTOKOCTH,
husmyeckoro u  (MNK) MNCUXMYECKOTO HAcunus, MPecTynneHus WaM  UHOro
aHTMOOLLECTBEHHOTO AECTBNUS;

Bbi3blBaKOLLas y feTell CTpax, yXac WAM NaHWKy, B T.4. MpeAcTaBiseMas B BuAe
N306paXeHNss WM OMMCaHMS B YHWKAIOLLEA YeioBeYeckoe [OCTOMHCTBO (opme

HEHaCU/IbCTBEHHOW CMepTW, 3aboneBaHus, CamoybUIACTBA, HECYACTHOro Ccny4as,
aBapun UAKn KatacTpodbl 1 (MK) X NOCNeACTBUIA;

npeacTaBnseMas B BUAE M300PaXEHUA WM OMMCAHUA MONOBbLIX OTHOLUEHWUI MeXay
MY>XXUUHOWN N YEeHLIUHO;

coepxkallas 6paHHble CN0Ba W BbIPXKEHNS, HE OTHOCALLMECS K HELLeH3YPHOI BpaHu.

C yueTom aToro Bam npegnaratoTcs npasuna pa6oTbl B CETV VIHTEPHET A1 Pas3fNYHbIX

BO3PAaCTHbIX KaTeropwuid, COO/OJEHNE KOTOPbIX MO3BONUT 006ecrneYnTb WHHPOPMALMOHHYHO
6e30MacHOCTb BaLLMX [AETeN.

O6Lwme npasuna ans poguTenei



1. HesaBucumo OT BoO3pacTa pebeHKa WCNOMb3yinTe nporpammHoe obecneyeHue,
nomorawollee (UNLTPOBATb W KOHTPOMMPOBaTb WHMOPMALMIO, HO He nonaramtechb
MOSIHOCTbIO Ha Hero. Balle BHUMaHWeE K pebeHKyY - rnaBHbI MeTOZ 3aluThl.

2. Ecnn Baw pebeHOK MMeeT akkKayHT Ha O4HOM W3 coumanbHbiX cepsucos (LiveJoumal,
blogs.mail.ru, vkontakte.ru n T.n.), BHUMaTENbHO W3Y4nUTe, KaKyl WHGHOPMaLNIO
MOMELLLAIOT ero y4acTHUKM B CBOMX NPogmnax u 6orax, BKAOYas otorpagumn 1 Bugeo.

3. TposepbTe, C KaKMMU APYrMMK CaiTamy CBSi3aH CoLManbHbI cepBuc Ballero pebeHka.
CtpaHuykn Bawero pebeHka MOryT 6bITb 6€30MacHbIMU, HO MOTYT U COLEPXKaTb CCbIKU
Ha HeXenaTeflbHble W OMNacHble CaiTbl (Hanpumep, MOPHOCANT, UAW CaiT, Ha KOTOPOM
OpYyr ynoMuHaeT HOMep COTOBOro TenetoHa Bawero pebeHka unm Baw gomatluHwuii
ajipec)

4. TloowpaiTe Bawunx aeTeil coobulatb 060 BCEM CTPaHHOM WAM OTTa/KMBAKOWMM U He
C/IULLKOM OCTPO pearupyiite, KOrga oHv 310 genatoT (13-3a onaceHus noTepsaTb JOCTYN K
VIHTepHeTYy [eTu He TrOBOPAT poAauTensM O npobnemax, a TakXKe MOryT Hayarb
ncrnonb3oBath NHTEPHET BHE 40OMA U LUKOSbI).

5. bygbTe B Kypce CeTeBOM WU3HM Balwero pebeHka. MHTepecyinTecb, KTO MX Apy3bs B
VIHTEpHET TaK >Xe, KaK MHTepecyeTechb peasisHbIMWN APY3bsSMU.

Bo3pacT oT 740 8eT

B VHTepHeTe pe6GeHOK CTapaeTcs MOCeTUTb T€ WAWN WHble CaiiTbl, a BOSMOXHO M YaTbl,
paspeLLeHne Ha MocelleHMe KOTOpbIX OH He Moay4yun Gbl OT poauTeneid. Mo3aTomy poauTensm
0COGEHHO none3Hbl OyAyT Te OT4YeTbl, KOTOPble MpPeAoCTaBAAOTCS MporpaMmamu no
OrpaHUYeHN0 UCMONb30BaHMS WHTepHeTa, T. €. POAWTENbCKWMIA KOHTPOMb WAM TO, 4YTO Bbl
CMOXETe yBUAETb BO BPEMEHHbIX (halinax. B pesynbTate, y pe6GeHKa He OYAET OLYLLEHMS, YTO
3a HUM BefleTCs MOCTOSAHHbIA KOHTPO/b, 0AHAKO, PoAWUTENN GyAyT MO-NMPEeXHeMy 3HaTb, Kakue
caiiTbl MoceLaeT nx pe6eHok. [eTn B AaHHOM Bo3pacTe 061aAalT CUAbHLIM YyBCTBOM CEMbM,
OHW [0BEPYMBbLI M He COMHEBalOTCS B aBTOpUTeTax. OHWM NOGST UrpaTb B CETEBbIE UIPbl W

MyTeLecTBOBaTb N0 VIHTEPHETY, UCMONb3Ys NEKTPOHHYIO MOYTY, 3aXOAMTb Ha CaliTbl U yaTbl,
He PEKOMEH/0BaHHbIE POAUTENSMU.

CoBeTbl N0 6€30NaCHOCTU B CETU VIHTepHET Ans aeTeil 7-8 net

1. Co3paiiTe CNUCOK JOMaLUHUX MpaBWA MOCeLleHns VIHTepHeTa Npu yyactum getei u
TpebyiTe ero BbIMOAHEHMS.

2. Tpebyiite oT Bawero pebeHka COGNIOAEHWUS BPEMEHHBLIX HOPM HaxXOXAEHUs 3a
KomnbloTepoM. MokaxuTe pebeHKy, UTo Bbl HabnogaeTe 3a HUM He MOTOMY 4TO Bam
3TO X04eTcs, a NOTOMY 4TO Bbl 6ecnokouTech 0 ero 6e30NacHOCTM W BCerga roToBbl
€My NoMOoYb.

3. KomnbloTep ¢ nogkntoueHneM K NHTepHeTY JO/MKEH HaXOAUTbCA B 06LLeil KOMHaTe
noA NpMCMOTPOM PoaUTENeiA.

4. Vcnonb3yiiTe cneyunanbHble AETCKME NOWMCKOBbLIE MALLMWHBI.

5. Wcnonb3yiTe cpefcTBa 6/10KMPOBAHUA HEXeNaTe/lbHOr0 KOHTEHTA Kak A0NOMHEHWE K
CTaHAapTHOMY PoanTeNbCKOMY KOHTPO/IHO.

6. Co3fainTe ceMelHbI 3N1eKTPOHHbIA AWMK, 4YTOObI He MO03BOMIUTL [JEeTAM WUMETb
cobCTBEHHbIE afpeca.

7. BnokupyiiTe gocTyn K caiiTaMm ¢ 6eCnnaTHbIMW MOYTOBbLIMU ALLMKAMU C MOMOLLbO
COOTBETCTBYHOLLEr0 MPOrpaMMHOr0 06ecneyeHus.

8. MMpuyunTe peTeli coBeToBaTbCA C Bamu nepes ony6AMKOBaHWEM  KaKoi-nm6o
MHOPMaLMKN CPeLCTBaMU 3/1EKTPOHHOW MOYTbI, YaTOB, PErMCTPALMOHHBLIX (HOpM K
npoduneii.

9. HayuuTe [deTeil He 3arpyxaTb (haiinbl, MporpaMMbl WA My3blKy 06€3 Ballero
cornacus.



10.
11.

12,

13.

14.

He paspelualiTe AeTAM UCMOb30BaThb CAYXXObl MTHOBEHHOTO 0OMEHA COOBLLEHUAMMN.
B «6enblit» CNNCOK CaiNTOB, paspeLUeHHbIX A1 MOCELLEHMS, BHOCUTE TOMbKO CaiiThbl C
XOpoLlei penyTaumeil.

He 3a6biBaiiTe 6ecefoBaTh C AeTbMU 00 UX APY3bsIX B VIHTEpHETe, KaK ec/in Obl peyb
L1a 0 APY3bsiX B peasibHOM XU3HW.

He fenaiite «Taby» M3 BOMPOCOB NOMOBOW XWU3HU, TaK Kak B VIHTepHeTe feTu mMoryT
NEerko HaTKHYTbCS Ha NOPHOrpagnio NAn CalTbl «ANs B3POC/bIX».

Mpuyunte Bawero pebeHka coobuwaTb BaM O /O6ObIX yrpo3ax WM TpeBorax,
CBSI3aHHbIX C VIHTepHeTOM. OcTaBainTecb CMOKOMHbIMU 1 HAMOMHUTE AETSAM, YTO OHM
B 6e30MacHOCTU, ecnyM camy pacckasanum Bam O CBOMX TpeBorax. loxeanute ux u
MOCOBeTYIiTe NOAONTM elle pa3 B NOAOGHLIX Cny4asiX.

Bo3spacT geTeit oT 940 12 neT

B gaHHOM BO3pacTe feTW, KaK MpaBu/io, YK€ Hac/bllWwaHbl 0 TOM, Kakas MHdopMmauus
cyuiectByeT B MHTepHeTe. COBEPLUEHHO HOPMasIbHO, YTO OHW XOTAT 3TO YBWAETb, MPOYECTb,
ycnblwatb. Mpu 3TOM HYXXHO MOMHWUTb, YTO AOCTYN K HEXenaTe/lbHbIM MaTepuanam MOXHO
Nerko 3a610KMPoBaTh MPW NOMOLLM CPeAcTB POAWTENLCKOTO KOHTPONS.

CoBeTbl N0 6e3onacHoOCTK AN aeTeid oT 9 o 12 net

L

10.

11.

12.

13.

14.

15.

Co3paiiTe CNMUCOK AOMALLHUX NpaBUn nocelleHns VIHTepHET Mpu ydyacTum faeteli un
TpebyiiTe ero BbIMOIHEHMS.

TpebyiiTe 0T Baluero pebeHka co6/1104eHNS HOPM HaXO0XAEHMS 33 KOMIMbIOTEPOM.
Habntopaiite 3a pe6eHKOM Mpu paboTe 3a KOMMbHOTEPOM, MOKaXMTE eMy, 4TO Bbl
6ecriokonTecb 0 ero 6e30NacHOCTY U BCerga roToBbl OKa3aTb MY NOMOLLb.
KomnbtoTep ¢ nogknioueHnem B VIHTepHET JO/HKEH HaXoAMTbCA B 06LLEN KOMHaTe
nog NpMCMOTPOM POAMTeNe.

Wcnonb3yliTe cpeactsa 610KNPOBaHNSA HeXeNaTelbHOro KOHTeHTa Kak AOMOHeHne K
CTaH4apTHOMY PoAuTeNbCKOMY KOHTPONIO.

He 3a6blBaiiTe NpUHNMaTL HEMNOCPeACTBEHHOE yYacTue B XKU3HM pebeHKa beceoBaTh
C feTbMM 06 MX 4py3bsax B VIHTepHeTe.

HacTtauBainTe, 4T0ObI A€TW HUKOra He cornallasnch Ha NYHble BCTPEUU C ApY3bAMu
no MIHTepHeTy.

Mo3BonsANTe AeTAM 3axXOAWTb TONAbKO Ha caiiTbl M3 «Benoro» Cnucka, KOTOpbIi
co3faiiTe BMECTE C HAMM.

MpuyunTe pAeTeli HWKOrga He BblgaBaTb JIMYHYH WH(POpPMaLMIO  CpeacTBamMu
3/IEKTPOHHOM  NOYTbI, 4aTOB, CUCTEM MFHOBEHHOr0o O06MeHa COO6LLEHUAMM,
perncTpaumMoHHbIX (GOPM, NUYHLIX Mpoduneld N Npu perncTpaumum Ha KOHKYPCbl B
MHTepHeTe.

MpuyunTe feTeil He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHusi. O6bsicHUTE
MM, YTO OHM MOFYT CAydYaliHO 3arpy3uTb BUPYCbl WU [PYroe HexenarenbHoe
nporpaMMHoe obecneyeHue.

CoszpaiiTe Balwemy pebeHKY OrpaHWuYeHHYH YYeTHYK 3anucb fns pa6oTbl Ha
KoMMbloTepe.

Mpuyunte Bawero pebeHka coobuiatb BaM 0 J/KOObLIX Yyrposax WAM TpeBorax,

CBAA3aHHbLIX C VIHTepHeTOM. HanoMHuUTe AeTaM, 4YTO OHU B 6e30MacHOCTK, ecnm camu
pacCcKasann BaM 0 CBOUX TpeBOrax 1 onaceHuaAx.

PacckaxuTe geTam o nopHorpauu B VIHTepHeTe.
HacTtamBaiiTe Ha TOM, YTOGbI AETU NPEAOCTABAANM BaM JOCTYN K CBOEl 3/1EKTPOHHOIA
noyte, 4Tobbl Bbl y6eANINCH, YTO OHWN He 06LLa0TCA C HE3HAKOMLUaMu.

O6bACHMTE  [eTAM, YTO HeNMb3s  WUCMOMb30BaThb  CeTb A/ XY/IMFaHCTBa,
pacnpocTpaHeHMs CNAeTEH UK Yrpos.



BospacT geTeli oT 13 go 17 neT

B 3TOM BO3pacTe MOAPOCTKM aKTMBHO WCMOMb3YHOT MOMCKOBbLIE MalUMHbI, NOMb3YHOTCS
3NEKTPOHHON MOYTON, cnyX6aMyu MrHOBEHHOro o6meHa COOOLLEHUAMU, CKAYMBAIOT MY3bIKY U
(unbMbl. Manbyvkam B 3TOM BoO3pacTe 60/blle MO HpaBy CMeTaTb BCE OrpaHWYeHWs, OHU
XadKAyT rpy6oro tomopa, asapTHbIX UIP, KapTMHOK «ANisi B3POCMbIX». [,eéBOYKM MpeanountatoT

o6lWaTbcs B YaTax, NpWM 3TOM OHM ropa3fo 6Gonee YyBCTBMTENbHbl K CEKCyaslbHbIM
[oMOraTensCTBaM B VIHTEpHeTe.

3ayacTyio B fJaHHOM BO3pacTe POAUTENSM YXKe BeCbMa C/I0XKHO KOHTPO/IMPOBaTb CBOMUX
,que|7|, TaK Kak 06 VHTepHeTe OHW y>Ke 3HAKOT 3HAUUTE/IbHO 60nblUe CBOUX pOAI/ITGI'IEVI. Tem He

MeHee, He OTMNYyCKaiTe feTeil B «CBOOOAHOEe MnaBaHMe» No WHTepHeTy. CTapaiTecb aKTUBHO
y4yacTBoBaTh B 06LeHUN pebeHKa B HTepHeTe.

BaxHO Mo-npexHemy cTporo cobntogatb npaBuna WMHTepHEeT-6e30MacHOCTM -
COrnalleHne Mexay poauTensamm u getbMu. Kpome TOro, Heo6X0AUMMO KakK MOXHO ualle
npocMaTpuBaTh OTYeTbl O AeAaTenbHOCTU feTeil B VIHTepHeTe. CnedyeT 06paTuUTb BHMMaHME Ha
HeobX04MMOCTb COAEPXaHUs POAUTENbCKUX Naponein (maponein agMUHUCTPATOPOB) B CTPOroMm
CeKpeTe 1 06paTUTb BHUMaHWE Ha CTPOrocTb 3TUX Naponeid.

CoBeTbl N0 6€30MacHOCTK B 3TOM BO3pacTe oT 13 go 17 net

1 Cos3paiiTe COMCOK AOMAWHWMX MpaBUA MOCelWeHns VIHTepHeTa npu  y4vacTum
NoApPOCTKOB W TpebyiiTe 6e3yCnoBHOIO ero BbIMOMHEHUA. OBroBopute ¢ pebEHKOM

CMUCOK 3amMpeLleHHbIX CaTOB («YepHblii CMMCOK»), Yacbl paboTbl B VIHTEpHeTe,

PYKOBOACTBO N0 06LLeHNI0 B VIHTepHeTe (B TOM YucCie B YaTtax).

KomnbloTep € NOAKMKOYEHWEM K CeTW VIHTepHeT AO/MKEH HaxXOAWUTbCA B 0OLLei

KOMHaTe.

3. He 3abbiBaiiTe 6ecefoBaTb € AeTbMU 06 UX ApYy3bAX B VIHTepHeTe, O TOM, YeM OHM
3aHATbI TakMMm o06pa3oMm, OyATO pedb UAET O APY3bSX B peaslbHOM  KM3HW.

CnpawmBaiiTe 0 n0AaX, C KOTOPbIMW [eTW 06LWaTCA MOCPEACTBOM  CNyX6

MIHOBEHHOI0 06MeHa CoOobLEeHNAMU, YTOObI YOeANTLCA, YTO 3TW MIOAN UM 3HAKOMbI.

Mcnonb3yiiTe cpefcTBa 6/10KMPOBAHNSA HEXEeNaTe/lbHOro KOHTEHTA KakK A0NO/NHEHWE K

CTaHAApPTHOMY POAMTENIbCKOMY KOHTPOSHO.

5. HeobxogmMmo 3HaTb, KakuMW 4aTamum nonb3ytoTcs Baww pgetn. Moowwpsite
NCMo/b30BaHNe MOAEPUPYEMbIX YaTOB M HacTauBaiiTe, 4YTOObl AeTU He 06Lannch B
NMPUBaTHOM pPEXUME.

6. HacTauBaiiTe Ha TOM, 4YTOObl 4EeTW HWKOTAa HE BCTPEYaNUCh JIMYHO C APY3bSMU U3
ceTn NHTepHeT.

7. Tpuyunte [eTeii He BblgaBaTb CBOK JINYHYIO MH(OPMaUMO  cpeacTBamMu
3M1IEKTPOHHON MNOYTbl, 4aTOB, CWUCTEM MrHOBEHHOro O0O6MeHa COOOLEHUAMMN,
PErncTpaLMoHHbIX (OPM, NIMUHBLIX Mpotuaeli 1 Npu perucTpauum Ha KOHKYpChl B
MHTepHeTe.

8. TMpuyunTe peTell He 3arpyatb nporpamMmMbl 6e3 Batlero paspelteHus. O6bACHUTE
UM, 4YTO OHW MOrYT C/ly4yallHO 3arpy3uTb BUPYCbl WAN [APYroe HexenarenbHoe
nporpamMmmHoe obecreyeHue.

9. MMpuyunte Bawero pebeHka coobulaTb BaM O MKOOLIX Yrpo3ax WAK TpeBorax,
CBA3aHHbIX C NHTepHeTOM. HanoMHWTe 4eTsM, YTO OHM B 6e30MacHOCTU, eCin caMu
pacckasanu BaM, O CBOWMX Yrposax wau Tpesorax. MoxBanuTe' MxX M NOCOBETYWTe
NoAONTK eLle pa3 B NOJOOHLIX CyYasX.

10. PacckaxuTe fgetam 0 nopHorpaduu B VHTepHeTe. Momorute MM 3aWwuTuTbCA OT
cnama. HayuyuTe nMOAPOCTKOB He BbljaBaTb B VIHTepHeTe CBOero peasibHOro



9NeKTPOHHOrO afpeca, He OTBeYaTb Ha HeXenaTesbHble NMUCbMa W WUCMO/b30BaTb
cneumanbHble NOYTOBbIE (UNLTPbI.

11. MpunyunTe cebs 3HAKOMMUTLCS C caiTamu, KOTOpPble MOCELLat0T NOAPOCTKMN.

12. HayuuTe geTeil yBaxaTb APYruUX B UHTEPHETE. Y 6eNTECh, YTO OHM 3HAIOT O TOM, YTO
npaBua XopoLlero noBefeHUs AeNCTBYIOT Be3fe — AaXe B BUPTyanbHOM MUpe.

13. O6bACHUTE [eTAM, 4YTO HUM B KOEM C/lyyae Henb3d ucnosnb3oBatb CeTb Ans
XYNUraHcTBa, pacnpocTpaHeHuns CnieTeH UAN yrpo3 pyrum niogsam.

14. O6eyuTe ¢ NOAPOCTKAMMW NPOBIeMbl CETEBbIX a3apTHLIX UIP U UX BO3MOXHBbIA PUCK.
HanomHunTe, YTO AETN HE MOTYT UrpaTb B 3TU UIPbl COMMACHO 3aKOHY.

[MOCTOAHHO KOHTPONWMPYTE MCNOonb3oBaHMe WHTepHeTa Bawwum pebeHkom! 370 He

HapylleHVWe €ero JMYHOro MPOCTPAHCTBA, a Mepa NPeAOCTOPOXHOCTU W MposiBneHne Balueld
POAWTENLCKOW OTBE TCTBEHHOCTM U 3a60Thl.



